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CHCTEMbI



1. OOmme noJio:KeHUs

Hactosmee Ilonoxenue omnpeaenser TpeOoBaHUS 10 0OecleYeHHIO OE30MacHOCTH
aBTOMAaTH3UpOBaHHON HH(popmarmonHoi cuctemsl (namee — AMC) MBJIOY Ne 26 (manee —
Omneparop).

AUC npencraBnsier coboit  IT-cucremy, mnpenHasHaueHHYIO i aBTOMAaTU3AIMHU
nporueccoB GopMUPOBaHUS, 0OpaOOTKH U aHaNKU3a MHGOPMAIMU 110 OCHOBHBIM HANpPaBICHUSIM
nesitenpHOCTH Oneparopa.

OcHoBHBIMU (YHKITMOHATBHBIMUA BO3MOKHOCTSIMU AVIC Oneparopa sSBASIOTCS:

- (dopmupoBaHue, XxpaHeHHE U OOHOBJECHHE CBEIEHHH O CTPYKType Yy4eOHBIX
nonpaszaenenuit Onepartopa;

- @opMupoBaHUE, XpaHEHWE W OOHOBJICHHWE CBEJICHHI O MPENoJaBaTeIbCKOM COCTaBE U
COTpyIHUKAxX y4eOHBIX mopa3aenenuit Oneparopa;

- (QopmupoBanue, XpaHeHHE W OOHOBJIICHHE CBEICHHH 00 WHIMBUAYAJbHBIX ILIAHAX
paboThI MPETo1aBaTeIbCKOTO COCTABA;

- (dopmupoBaHue, XpaHeHHe U OOHOBIEHHWE CBeAeHUN 00 ydyeOHOM (yueOHO-
POM3BOJICTBEHHOM) Tu1aHe Omneparopa;

- (dopmupoBaHue, XpaHeHHE U OOHOBJIEHHWE CBEJACHUNW 00 Yy4eOHOM Harpyske
IPerno/IaBaTeIbCKOro COCTaBa,

- hopMHpOBaHUE, XpaHEHUE U OOHOBJICHUE CBEJICHUN O HAYYHOU U y4eOHO-METOINUECKON
OPOAYKIMH (METOIUYECKHE PEKOMEHAALUH, ydeOHble MocoOMs, MOHOrpaduH, MTyOIHKAIMN)
IPEIo/IaBaTeILCKOTO COCTaBA;

- (¢opMHpOBaHUE, XpaHEHHE U OOHOBJIEHHE CBEAECHUH 00 O00yYaroUIMXcCs, MPOXOASIINX
obyuenue y Oneparopa;

- (hopMupoBaHue, XpaHEeHUE U OOHOBIIEHHE CBEACHUN O pe3ylbTaTax y4yeOHOro Imporecca
(MTOTH TECTUPOBAHUS, SK3aMECHOB);

- aHaJIUTHYECKas oO0paboTka MHPOpPMALMU O MPOBEIEHHH Y4eOHOro Impolecca Kak 3a
OTYETHBIN TIEPHOJ, TaK M O TEKYIIEH AEATEIHbHOCTH Y4eOHBIX moapasaeneHuii Omeparopa. B
kauecTBe nH(popMarmn, noanexanieit 3amure B AUC Oneparopa, paccMaTpuBaroTCs:

- IEPCOHAJBHBIC TAaHHBIE 00YUAIONINXCS, TPOXOISIINX U MPOUIEIIINX 00yIeHHE,

- IepCOHATbHBIE IAHHbBIE ATMUHUCTPATUBHO-XO3IUCTBEHHBIX MOPAa3ICICHHIA.

OrnepaTop PYKOBOJCTBYETCS CIEAYIOIIUM: BBIOOp CPEACTB 3aluThl WHOOpPMAIUU s
CHCTEMBl 3aIUTBl  TEPCOHAIbHBIX JAaHHBIX; ONpEJEJeHHWEe THMAa yrpo3  0e30MacCHOCTH
NEPCOHANBHBIX JIAaHHBIX, AaKTyaJbHBIX JJII WH(POPMAIMOHHON CHCTEMBI, YCTAaHOBJIICHHE U
o0ecrieyeHHe YpOBHS 3AIIMIIEHHOCTH TEPCOHAIBHBIX B  MH(POPMALMOHHOM  cHCTeMe
npou3BoauTcst OrepaTopoM B COOTBETCTBUH ¢ TpeOOBaHUSAMH K 3aIUTE MEPCOHATBHBIX TaHHBIX
npu ux 00paboTke B MH(DOPMANMOHHBIX CHUCTEMax MEPCOHAIBHBIX TAaHHBIX, YTBEPKIEHHBIX
noctaHoByieHreM [IpaButensctBa PO ot 1 HOs16pst 2012 1. N 1119,

OCHOBHBIMU TPYyNIAMH YIPO3, HAa MPOTUBOCTOSHHUE KOTOPHIM HAMPABICHBI IENH H
TpeboBaHMs OE30MACHOCTH, SIBIISIIOTCS:



- Yrpo3bl, CBfI3aHHBIE C  OCYLIECTBICHHEM  HECAHKIMOHHUPOBAHHOIO  JOCTyMa
(o3HaKOMIIeHHS) C HMHGOPMAIMEl, COoAepKalleld CBEIEHHS O IEePCOHAIBHBIX JIaHHBIX
pabOTHUKOB 1 00yUaIOMIKUXCs, IPU ee 00paboTKe U XpaHEHUH;

— yrpo3sl, CBS3aHHBIE C HECAHKIMOHHPOBAHHBIM  KONHPOBAaHHEM  (XHIICHUEM)
uHpOpMaLIUK, COJACpXKAIeH CBEIEHUS O NEPCOHANBHBIX JAHHBIX pPAOOTHUKOB H
00ydJaromuxcs;

—  YIpo3bl, CBSI3aHHBIE C OCYIIECTBICHHUEM JOCTYIa K HHPOPMALIUH, COAECPIKaIIel CBEICHUS
0 TIEPCOHAIBHBIX IAaHHBIX PAOOTHUKOB M OOydaromuxcs, 0e3 paspelieHus Ha TO ee
BJajeNbla (CyObeKTa MEPCOHATIBHBIX JAHHBIX);

— yrpo3bl, CBSI3aHHBIE C HapyLIICHHEM MOpsIKa J0CTyna K HH(OpPMALUH, COJICprKallei
CBEICHUS O TMEPCOHAJBHBIX JAHHBIX PAOOTHHKOB M OOy4aromMXCs, IepeaaBaeMon
3aMHTEPECOBAHHBIM JINIAM;

— Yrpo3bl, CBsi3aHHBIE C TepexBaToM HWHGOpPMAIMM, COACpXKAIIeHd CBEICHUS O
NepPCOHATIBHBIX JIaHHBIX PAOOTHUKOB U OOYYAIOMIMXCS, M3 KaHAIOB IepeJayd JaHHBIX C
UCTIOJIB30BAaHUEM CIEIHATN3UPOBAHHBIX IPOTPAMMHO-TEXHUYECKHUX CPEJICTB;

- yrpo3bl, CBs3aHHBIE C TOTepel (yTpaToil) MHQOpMAIMU, COAEp)Kalled CBEIEHHS O
NEPCOHANBHBIX JaHHBIX PAOOTHUKOB M OOYUYaAIONIMXCS, BCIEACTBHE COOEB (OTKAa30B)
IPOrPaMMHOTO U alapaTHOro 00eCIeYeHNS;

- YIpo3bl, CBS3aHHBIE C BHEAPEHHEM KOMITBIOTEPHBIX BHPYCOB U JIPYTOTO BPEIOHOCHOTO
IPOrPaMMHOTO 00ECTICUEHHS;

— YIpo3bl, CBSI3aHHBIE C OCYHIECTBJICHHEM HECAaHKIMOHUPOBAHHBIX WH(MOPMAIMOHHBIX
BO3JCHCTBUII (HANpaBICHHBIX Ha «OTKAa3 B OOCIY)KMBaHWUW» IS CEPBHCOB,
MOTUGPHUKAIMIO KOH(PUTypallMOHHBIX JAaHHBIX IPOrPAMMHO-ANIApPaTHBIX  CPEJCTB,
no0op ayTeHTU(PUKAMOHHON HHPOPMAIUH U T.11.).

@OyHKIIMOHANbHBIE TpeOOBaHUS 0€30MaCHOCTH OXBATHIBAIOT:
- TpebOoBaHUS K OCYIIECTBICHHUIO ay/IuTa O€30MaCHOCTH;
- TpeboBaHMs K 00eCIIeUeHHIO MOAIMHHOCTH CYObEeKTOB 0OMEHa HH(pOpMaIueii;
- TpeboBaHUs K KpUNTOrpadpuyecKon MoaaepKKe;
- TpeOoBaHMs K 3alIUTe MH(OpPMAIMH, COJeprKalleil CBeIeHUsI O MEePCOHAIBHBIX JaHHBIX
PabOTHUKOB U 00y4arONINXcs;
- TpebGoBaHMs K UCHTU(UKALMK U ayTeHTU(uKaum nosszoBateneit AUC;
- TpeOoBaHHS K YIIPaABICHUIO 0€30MaCHOCTHIO;
- TpeOOBaHMS K 3alIUTE CUCTEMBbI O€30MaCHOCTH.

2. Ocnosenvie pynkyuonanwvhvie eo3moxcnocmu AUC, ceazannvie
c obecneuenuem dezonacnocmu (3auumoil unghopmayuu)

2.1. 3ammTa JaHHBIX N0JIH30BaTE IS

AUC nomxHa OCyIIECTBIATh PYHKIIMU U TOJUTUKY U30UPATETHHOTO (JAMCKPEIIMOHHOTO)
yopaBieHus aoctynoMm. M30uparenbHOoe YNpaBleHHWE OCTYNOM JOJDKHO TMPEIOCTaBIIAThH
BO3MOXXHOCTh OTPAaHMYUBATh U KOHTPOJUPOBATH MOCTYN K CHUCTeMEe W K WH(OpMAaIuH,
COZEpIKaIllel CBEIEHUSI O IEPCOHATBHBIX TAHHBIX.

Kaxnprit [lons3oBarens, nbiTatomuiicss nonyduts goctyn k AWC, cHayana pomkeH
MPOXOANTh MPONEAYPY HICHTU(PHUKAUA W ayTeHTH(UKAIMH, a 3aTeM, IMPU MOMBITKaX
MOJIy4eHHs JOCTyIa K aKTUBaM, — aBTOPU3ALIMIO, T.€. MPOBEpKY pazpemenuil [lonb3oBaTens
M0 OTHOMICHUIO K KAKOMY-JTH0O 3aIUIIIAeMOMY aKTHBY.

B AUC noctryn x uHpOpManmu I0DKEH OBITH pa3pelieH TOIbKO YIIOJTHOMOYEHHBIM Ha
at0 I[lonp3oBarensiMm. Mogens 3amutel AWC pomkHa BKIIOYATh KOMIIOHEHTBI, KOTOPBIE
peanu3yloT KOHTPOJb CYOBEKTOB JOCTyMa, ICHCTBUM, NPEANPHHUMACMBIX KOHKPETHOMN
CYIIHOCTBIO 10 OTHOIICHUIO K 00BEKTY JOCTYIIA.



Kaxnapiii o0bekT nmoctyma, npenctaBieHHbli B AWMC, momkeH OBITh OJHO3HAYHO
accolMMpoBaH ¢ HaOopoM aTpuOyTOB O0€30MACHOCTH, ONPEAEAIONMUX 0e30IacHOCTh
3amMImaeMoro oobpexTa. Jlanuelii Habop aTpuOyTOB JOJKEH (POPMUPOBATHCS MPU CO3TAHUU
00BEKTa M BIOCJIEACTBUU MOXKET MEHATbCA. V3MeHeHHe HuX 3HAa4eHUH JOJDKHO OBITh
obecrieyeHo Tonbko Ilosb30BaTensiM, WMEIOMIKMM CTaTyC BIaJeblla OOBEKTa, a TaKkKe
CcyObeKTaM, KOTOPBIM IPEAOCTaBIECHbl COOTBETCTBYIOLIME TOJTHOMOYUS.

[IpaBa goctyna cyObEeKTOB K OOBEKTY MOJDKHBI OMPENENSATHCS MOCPEIACTBOM CIIHCKA
ynpasieHuss JocTynoM. CHHMCOK yIpaBiIeHUs [JOCTYIIOM JIOJDKEH BKJIKOYaTh IE€PEUYEHb
MOJI30BATENeH, KOTOPHIM Pa3pelieH JOCTYN K OOBEKTYy, a TakKe Ha0Op IOMYCTHMBIX Haj
00BEKTOM JIEWCTBUIA.

2.2. Ayaut coObITHii 0€30MacCHOCTH

ANC pomxHa oOecnieuuBaTb Ha0Op CpEACTB ayauTa, IpeJHa3HAUYCHHbIX Ui
MOHMTOPHUHIa M OOHApYXEHMsI HEKEIATENbHBIX YCIOBUMH, KOTOPbIE MOTYT BO3HUKHYTb, a
TaKkXe COOBITUH, KOTOpblE MOTYT IPOU30HTH B CUCTEME. MOHHMTOPHUHI OTHOCSIIUXCS K
0€30MacHOCTH COOBITUH JIOJKEH MO3BOJIATH OOHApy)KMBaTh HapylIWTeNed Oe30MacHOCTH,
a TaKKe BBIABJATH IONBITKM HECAHKIMOHUpPOBaHHOro nocryna k AWC wiam jgoctyna K
3ammaemMol nHpopManuu. B yacTHOCTH, onpeenss MOJUTHKY ayIuTa, YIOTHOMOYCHHBIH
aamuuuctpatop AMNC nomkeH UMETh BO3MOXHOCTb OCYIIECTBIATH ayAUT TOJBKO
HEOOXOIUMBIX TUIIOB COOBITUM 0€30MaCHOCTH, TAKUX KaK HEY/IayHbI€ IOMBITKU MOIKIIOYCHUS
nonb3oBarened k AMC. 3anuce pe3yiabTaToB ayauTa COOBITMH 0€30MacHOCTH JOJDKHA
OCYIIECTBIISITHCS B JKypHaJbl PETUCTPALlMU COOBITUH ayIuTa, JOCTYH K KOTOPOMY JOJIKEH
ObITh pa3pellieH TOJbKO yrnosHoMO4YeHHOMY aamunuctpatopy AUC. IlpocMmoTp *kypHaioB
peructpanuu coObITUM ayAuTa JOJKEH BBIIIOJIHAETCA C UcHojb30BaHueM cpencts ANC
(crienManM3upoBaHHbIX ~ MHCTPYMEHTAJIBHBIX  CpeAcTB). JlaHHBIE cCpeacTBa  JIOJIKHBI
MPEIOCTABIATh BO3MOXHOCTh MOHUTOPHHIA M PETUCTPALMU TOJIBKO TE€X COOBITHM ayauTa,
KOTOPBIE YJIOBJIETBOPSIOT 3a/laHHBIM KPUTEPHUSAM, UTO MO3BOJUT OTPAHUYUTH O0BEM JIaHHBIX,
coOHMpaeMbIX O COOBITUSAX OE30MaCHOCTH.

2.3. UnenTndukannus u ayreHTH(PUKAIHA

AUC  pomxHa  TpeboBaTh, 4YTOOBI BCe  CYOBEKTHl  JOCTyla  YHHKaJIbHO
UJCHTUQHUIUPOBATNCh U ayTeHTHpHUUUpoBaIuch npu goctyne k AUC ¢ momomipio BBOJA
uaeHTudukaropa u napoisd. UneHtTudukanus u ayreHTU(UKALMS TOJKHBI OCYIECTBIISITHCS
JI0 BBINOJIHEHUSI CYOBEKTOM Jl0CcTyna Kakux-nubo neiicreuil. AVC nomkHa moanepKuBaTh
ayrertudukamnuio [lomp3oBareneit BMecte ¢ ux aBTopusanuein. [IpegycmarpuBaercs, 4To
aBropu3auus [lonap3zoBaTeneil npeacTaBisieT HadalbHbINA YPOBEHbB JJIS Pa3pelleHUs JOCTYIa K
JIOKAQJIbHBIM U CETEBBIM PECYPCaM.

ANC nomxHa oOecrieunBaTh XpaHeHHE Maposieid B npeodOpazoBaHHoM ¢opmare. AVC
JIOJKHA TIPEAOCTAaBIISITh CPEACTBA YCHIIEHUSI O€30MacHOCTH MapoJiel 4epe3 HCIOJIb30BaHUE
MEXAHU3MOB, IIO3BOJISIOIIMX ONPEACIUTh MUHUMAIBHYI JUIMHY, BpeMs JeHCTBUSA
(MMHMMAaJIbHOE U MAaKCHUMAaJIbHOE), 3aJ1aTh TpeOOBaHHE YHUKAJIbHOCTU (HEMOBTOPSIEMOCTH) U
BpPEMsI CMEHBI 1apoJIs.

ANC nomxHa IpeaocTaBiIsATh MEXaHU3M OJIOKUPOBAHUSI YUYETHOM 3alUCH MOJIb30BaTEINs
1OCJI€ ONpPEJEeNIEHHOrO KOJIMYECTBA IMOMBITOK BBOJA HENPaBHJILHOTO MMEHH /WM Mapoiis
MoJIb30BaTeNs 70 ee pa30iaokupoBanus agmuHucTpaTopoM AWC unum 1o ucteueHun BpeMeHu
JefcTBUS, 3a1aHHOTO JJISl CUETYUKA OJJOKMPOBKH.

2.4. 3amura cucremMbl 0€30MACHOCTH

ANC nomkHa MpeaocTaBlIATh PsAZl BOZMOXKHOCTEH Ui oOecredeHus 3aIluThl CHCTEMbI
6e3omacHocTH. W3omsmus mporeccoB U MOAAEpkKaHHUS JIOMEHa Oe30HMacHOCTH JOJKHBI
oOecrieunBaTth Oe3omacHoe BbINOJIHEHHME (QyHKIMHA cuctembl Oe3omacHoctn  AUC.
B03MOXKHOCTh OCYIIECTBICHUS NEPUOJUYECKOT0 TECTUPOBAHUS cpelibl (PYHKIIMOHUPOBAHUS
AUC (ammapaTHOH 4yacTH) M COOCTBEHHO caMHX (YHKUMH cuctembl OezomacHoctH AWC
JIOJDKHO o0ecrednBaTh MoJIIepkanne yBepeHHoCcTH aqMuuauctpaTopa AVC B 11e10CTHOCTH U
KOPPEKTHOCTH (QYHKIIMOHMPOBAHUS (PYHKIUH CUCTEMbI 0€30IaCHOCTH.



3. Ocnoenele d)yHKMMOHa]leble 6O3MOICHOCHU NOBLIULCHUSA HAOEIHCHOCIU

AUC nomxHa oOecrieunBaTh HAAEKHYIO 3aIUTY JAHHBIX OT HENPEIBUACHHBIX COOEB
WIA OTKa30B CHUCTEMbI, oOecmeunBasi CIEIYIOUIHME BO3MOKHOCTH 10  TOBBIIICHUIO
HaJIS)KHOCTH.

3.1. Pe3epBHOe KONMpOBaHUE JaHHBIX

B AUC nomkHBI BXOIUTH CTaHIApTHBIE CPEICTBA MPEAOTBPAILCHUS MOTEPU TaHHBIX U
UX BOCCTAaHOBJCHHS B Ccllydyae BO3MOXHBIX cOoeB. MmMerommecs CpeacTtBa pe3epBHOTO
KOTIMPOBAHUS JOJDKHBI MPEIOCTaBIATh [lomb30BaTeNsiM BO3MOXKHOCTH BBIOOPA Pa3IUYHBIX
CTpaTeTHil pE3epPBHOTO KOMHUPOBAHUS, OOECHEUMBAIONIMX HEOOXOIUMBIH YPOBEHb 3aIUTHI
JAHHBIX B Clly4ae BO3HHUKHOBEHHs cOoeB B paboTe cucrembl, npu 3ToM llosmb3oBarensm
JIOJDKHA TIPEIOCTABISATHCS BO3MOKHOCTD BBIITOJIHEHHUS PE3EPBHOTO KOMUPOBAHUS JAHHBIX Ha
HEChEMHBIC M ChbEMHBIE YCTPOICTBA XpaHECHUSI.

3.2. BoccTaHoBJIeHHE CHCTEMbI

@OyHKIMOHATBHBIE BO3MOXXHOCTH BOCCTAaHOBIICHHS CHCTEMBI JIOJDKHBI  ITO3BOJISTH
Bo3Bpamare AVC B cocrosiHue, npenmectsytomiee cooro. Ilpu atom B AUC He nomxkHO
HPOUCXOIUTH NOTEPH (JINOO MOTEPH JOJHKHBI OBITh MUHUMAIIBHBI) U NCKAKEHHS JaHHBIX.

3.3. CpeacrBa agMHHMCTPUPOBAHMNS, YIIPABJECHHUS U NOJAEPKKH

B cocra AUC gomkHbl OBITH  HMHTETPUPOBAHBI  TpadUUEcKUEe  CPEICTBA
aJIMAHUCTPUPOBAHMS W/WIIM YTHIUTHl KOMaHJHOW CTPOKH, obOecrneunBaromue 3¢deKTuBHOE
noJiHOMacITabHOe ¥ THOKOE yrpaBieHUE (B TOM YHCIIE€ MOHUTOPHHT).

4. Cpeoa be3onacnocmu AUC

4.1. Mogenu yrpos, xapakrepubie 1jast AUC

4.1.1. OcyuiecTBieHHE HECAHKIMOHUPOBAHHOIO O3HAKOMIIEHHS C THEePCOHAIbHBIMU
JTAHHBIMU PAOOTHUKOB U 00yYarOIUXCA.

HcToyHMKH YyIpo3bl — BHEIIHUN 3JI0YMBIIIICHHUK.

Cnoco6 (MeToa) peanu3aumMy yrpo3bl — rnepexBaT HH(OpMAIMK U3 KaHAJIOB Nepegadn
JAHHBIX C UCIIOJIb30BAHUEM CHEIMATM3UPOBAHHBIX POTPAMMHO-TEXHUYECKUX CPE/ICTB.

Hcnonb3yemble yA3BMMOCTHM — BO3MOXHBIE HEJOCTaTKM MEXAaHU3MOB  3aIMUTHI
uH(pOpMalluK NP €€ Mepeaaye Mo KaHajaM Mepeiadd JaHHbIX, CBA3aHHbBIE C BO3MOXHOCTHIO
HECaHKIIMOHMPOBAHHOTO O3HAKOMJICHHUS C MepeaBaeMoil nHdopMalen TpeTbux JIUL.

Bujx ungopmanynu, NoTeHUMAJIBHO NMOJABEP:KEHHON Yrpo3e — IEepCOHAJbHbIE JaHHbBIE
pabOTHUKOB U 00YYaIOIIHUXCS.

Hapymaemoe cBoiicTBO 06€301aCHOCTH — KOHPUACHITUATHHOCTD.

Bo3MokHbIE TMOCTEICTBUS peaju3allMid yYrpo3bl — HAHECEHUS MOPAIbHOTO H/MIIH
MaTepuaibHOro yumepba Jnuiy, GQUIYpHpYIOIIEeMY B IepexBauyeHHOW WHGOpMaIuy.
Hanecenue KOCBEHHOTO MaTepHaIbHOIO yiiep6a o0pa3oBaTeIbHOMY YUPEKICHUIO.

4.1.2. OcyliecTBiIE€HUE HECAHKIIMOHUPOBAHHOTO O3HAKOMIICHUSI C MEPCOHAIbHBIMU
JAHHBIMU PaOOTHUKOB M 00yYarOIUXCsl U MX MoAU(UKanus (B TOM YHCIIE IT0IMEHA).

HcToyHMKH YIPo3bl — BHEIIHUN 3JI0YMBIIIIIEHHUK.

Cnoco6 (MeToa) peanu3auMy Yrpo3bl — rnepexBaT UH(GOpMAIMK U3 KaHAJIOB Mepeaadn
JAHHBIX C HCIIOJIb30BAHUEM CIIELHUAIN3UPOBAHHBIX IMPOTPAMMHO-TEXHUYECKUX CPEJICTB;
MoauduKanys (B TOM YHCIE TOJMEHA) MepexBaueHHOM HHGOpMAaIlMM M HaBS3bIBAaHHUE
JI0’)KHOM MH(pOpMAaLINH.

Hcnoab3yemble yI3BUMOCTH — HEJOCTAaTKA MEXaHU3MOB 3aIIUTHI HHPOPMAIUK TIPU €e
nepeAaye MO KaHajJaM  Iepefayd  JIaHHBIX,  CBS3aHHbIE C  BO3MOYKHOCTBIO
HECAHKIIMOHMPOBAHHOTO O3HAKOMJICHHS M Moaudukanud (B TOM 4YHCIE TIOJMEHBI)
nepeaaBaeMoi HHGOpMaIIHH.



Bua uHgopManum, NOTEHIHUAJIBHO MOABEP:KEHHON Yrpo3e — IIEpCOHAIbHBIC JaHHBIC
PaOOTHHUKOB M O0YYaOIIIHXCS.

Hapyumaemble cBoiicTBa 6€30MacHOCTH — KOH(PHICHIIMATIBHOCTb, IIEIOCTHOCTb.

Bo3mo:xHble mocjeCTBUS peaqu3allid YIrpo3bl — HAHECEHHS MOPAJILHOTO W/WIU
MaTepHajJbHOro ymiepba mnuiy, (urypupyoomemMy B IepexBayeHHOH HH(OpManuu u3-3a
HECaHKIIMOHUPOBAHHOTO PacKpbITUS KOH(UICHIIMATBLHOM uHpopManuu WIn
pacrpoCTpaHeHHUs PACKPBITHIX JaHHBIX. HaHeceHMe KOCBEHHOTO MaTepHalIbHOTO yiepOa
00pa30BaTeIbHOMY YUPEXKICHUIO.

4.1.3. Hapymenue [AOCTYMHOCTH, YyTpaTa WIM HCKOKEHHE IPEIOCTABISIEMbIX
MIEPCOHANIBHBIX JIAHHBIX PAOOTHUKOB HM OOYydYalOIIMXCS BCIEACTBHE CO0eB (OTKa30B)
IPOTPAMMHOTO U arIapaTHOro 00ecreyeHHs.

HcTounuku yrpo3bl — IporpaMMHOE U annapaTHoe obecrieyeHue.

Cnoco0 (MeToa) peajm3anuu yrpo3bl — cOou (0TKa3bl) IPOrPAMMHOTO U amlapaTHOTO
obecrieyeHus.

Hcnonb3yemble ySA3BMMOCTH — HEIOCTAaTKM MEXaHU3MOB O0ECIEUEHHS] JOCTYMHOCTH
TpeOyemoli WH(OpMAILIMK, CBSA3aHHBIE C BO3MOXKHOCTBIO OJOKHMPOBAHHUS MPEIOCTABICHUS
MH(pOpMalLlUU Ha HEJOIYCTUMOE BPEMSI.

Buja undgopmannu, noTeHUMAJIbLHO MOJABEP:KEHHON Yyrpo3e — MepCcOHANbHbBIC JaHHbBIE
PabOTHUKOB U 00y4YaeMBbIX.

Hapymaemoe cBoiicTBO 6€301aCHOCTH — IOCTYITHOCTb, JJOCTOBEPHOCTbD.

Bo3mo:xHble mocCjHeACTBHS peaju3allid  Yrpo3bl — HapylIEHHE CO CTOPOHBI
00pa30BaTeNbHOTO YUPEXKICHUS B3AThIX Ha ce0s 0053aTenbCTB M0 00paboTKe MepCOHaTbHBIX
JAHHBIX PAa0OTHUKOB M OOYYAIOIIMXCS M MOXKET NMPHUBECTH K MPSMOMY WM KOCBEHHOMY
MaTepuaIbHOMY yIiepOy 00pa3oBaTeIbHOMY YUPEKACHUIO.

4.1.4. HapyuieHre coOryIacoBaHHOCTH JAHHBIX B MEPCOHAIbHBIX JaHHBIX PaOOTHUKOB U
oOyyaromuxcs BcleAcTBUE cO00eB (0TKAa30B) MPOTPaMMHOIO M almapaTHOro oOecreyeHus, a
TaK)Ke OMIMOOK TMepcoHaza 00pa3oBaTEIHLHOTO YUPEIKICHHUS.

Hcrouynukm yrpossl — MporpaMMHOE U ammaparHoe oOeclieyeHue,  MepcoHall
00pa30BaTENIbHOTO YUPEKIACHHUS.

Cnoco0 (MeToa) peajau3anuu yrpo3sl — coou (0TKa3bl) MPOrPAMMHOTO OOeCTIeUeHUs U
OImMOKH TIepcoHaIa 00pa3oBaTEILHOTO YUPEKICHHUS.

Hcnoab3yemble  ySI3BUMOCTH  —  HEJOCTaTKM  MEXaHM3MOB  oOecreueHHs
cormacoBaHHocTH JAaHHbIX B BbJl AWMC, cBA3aHHBIE € BO3MOXXHOCTBIO HApYLICHUS
COI'JIACOBAHHOCTH.

Bujx ungopmanynu, NoTeHUMAJIBHO NMOJABEP:KEHHON Yrpo3e — IEepCOHAJbHbIE JaHHbBIE
pabOTHUKOB U 00YYaIOIIHUXCS.

Hapymaemble cBoiicTBa 0€30aCHOCTH AKTHBOB — JIOCTOBEPHOCTD, IIEJIOCTHOCTb.

Bo3MokHBbIE MOC/IEICTBUS pealu3aluu YIpo3bl — paccoriacoBaHue B MEPCOHATIBHBIX
JAHHBIX paOOTHUKOB U 00ydaeMbIX, XpaHuMbIX B B/l AUC, uTo, B cBOIO 0Uepeb, MPUBEAET K
BO3MOXXHOMY HaHECEHHMs MOpPAJIbHOIO W/WIM MaTepUalIbHOTo yiiepba oOpa3zoBaTeIbHOMY
YUPEXKIEHUIO.

4.1.5. OcymecTBieHre J0CTyna (03HAKOMJICHHsS) C TePCOHAIBHBIMU JaHHBIMH
oOyyJaromerocs, XpaHuMbiIMH u oOpabateiBaeMbiMu B AUMC, 0e3 cormacus cyObekTa
NEPCOHATBHBIX JAHHBIX UM OKOHYaHMS CPOKa IEHCTBHS TAKOTO COTJIACHS.

Hcrounuku yrpo3bl — YIIOJIHOMOYEHHBIE Ha JOCTYH K IE€PCOHAIBHBIM JTaHHBIM
BHYTPEHHUE U BHEIIHUE MOJIb30BaTEIH.

Cnocod (Merox) peaju3anu Yrpo3bl — OCYIIECTBJIICHHE OCTYIa K TMEPCOHATBHBIM
JaHHBIM ~ OOyYaloIMXCsl C KCIOJIb30BAaHHMEM INTAaTHBIX CPEACTB, IPEIOCTaBISIEMbIX
porpamMmMHoO-anmnapatHeiM obecrieuenuem AVC.

Hcnoab3yemble YSA3BHUMOCTHM — HEIOCTAaTKM MEXAaHHW3MOB 3aIlUTHI IE€PCOHATIBHBIX
JaHHBIX 00Y4YaroIllerocs, CBSA3aHHBIE C BO3MOKHOCTBIO JIOCTyHa K HHUM 0€3 NMHCbMEHHOTO
coryiacusi CyObeKTa MepcoHabHBIX JaHHBIX MIIM ITOCIIe OKOHYAHUS CPOKA €ro JIeHCTBHUA.



Bua uHgopManum, NOTEHIHUAJIBHO MOABEP:KEHHON Yrpo3e — IEpCOHAIbHBIC JaHHBIC
oOyJaronuxcs.

Hapyumaemble cBoiicTBa 6€30MacHOCTH — KOH(PHUICHIIMATHHOCTD.

Bo3MokHBIE  TOCJHEICTBHSI  peajiM3alldd  YIrpo3bl —  HECAHKIMOHUPOBAHHOE
O3HAKOMJICHHE C TIEPCOHAJBHBIMH JAaHHBIMH BEAET K HAHECCHHIO MOPAJIHHOTO W/WIN
MaTepuajgbHOro ymepba olyyaromemycs H3-32 HECAHKIMOHUPOBAHHOIO  PACKPBITHS
KOH(UICHINATLHOW HH()OPMALIHH.

4.1.6. Buenpenue B HHPOPMAIIMOHHYIO CHCTEMY OOpa30BaTEIBLHOTO YYPEIKICHUS
BUPYCOB U JIPYrOro BPEIOHOCHOTO MPOTPaMMHOrO OOECHeueHHs IMPH B3aHMMOACHUCTBHH C
BHEIIIHUMH CUCTEMaMH, a TAKXKE MOJIb30BATESIMUA ¢ HOCUTENIeH MHPOPMALIUH, UCIIOIb3YEMBIX
Ha aBTOMAaTU3MPOBAHHBIX Pa0OYUX MECTaX.

HcTouHnku yrpo3bl — BHYTPEHHHE IIOJb30BAaTENM M IEpcoHal 00pa30BaTEIbLHOTO
YUPEXKJIEHUS], BHEIIHUE CUCTEMBI.

Cnocod (MeTox) peajJM3aluy Yrpo3bl — BHEIPEHUE BUPYCOB U JIPYrOro BPEAOHOCHOTO
IPOTPAaMMHOTO 00€CIeUeHHUs] TMPU B3aUMOJCHCTBUM C BHEUIHHUMH cUcTeMaMu ((hailioBbIN
OOMEH, 3JIeKTpOHHAs MOYTa MU T.I.), @ TAKKe IPH MCIOJb30BaHUU ChEMHBIX HOCHUTENIEH
uH(pOpMalMy Ha ABTOMAaTU3UPOBAHHBIX pab0YMX MECTax.

Hcnoab3yemble ysI3BUMOCTH — HEJIOCTATKM MEXaHU3MOB 3aLIUThl MHPOPMALMOHHOM
CUCTEMBI 00pa30BaTEIILHOIO YUPEXKJIEHUS OT BHEAPEHUS BUPYCOB U JIPYroro BPEIOHOCHOTO
IPOrPaMMHOT0 OOECIeYeHHUs], CBA3aHHbIE C BO3MOXHOCTbIO BHEAPEHHSI BUPYCOB U JIPYroro
BPEIOHOCHOTO MPOTPaMMHOT0 00eCIIeYeHUSI.

Buag wuHdopManum, NOTEHUHMAJbHO TMOJABEPXKEHHON yrpo3de — IIpOrpaMMHOE
obecrieyeHre NHPOPMALMOHHON CUCTEMBI 00Pa30BaTEILHOTO YUPEIKICHHUS.

Hapymaemoe cBoiicTBO 0€30I1aCHOCTH AKTUBOB — LIEJIOCTHOCTb.

Bo3moxkHble mocC/eICTBUSI  peajM3alluM  YIPo3bl —  HapylIeHHE PEXUMOB
(GYHKIMOHUPOBAHUS MH(OPMAIIMOHHONW CHCTEMBbI O0Pa30BaTENBHOIO YUPEXACHUS, MOTeps
(yTpara) u uckaxxeHue MH(GOpPMalLlMU, CHUKEHUE YPOBHS 3allUIIEHHOCTH WH(OPMAIMOHHON
cucTeMbl 00pa30BaTENILHOTO YUpeKAeHUs. BeneT K BO3MOKHOMY MaTepHaIbHOMY YHIepOy
00pa30BaTeIbHOMY YUPEXKIEHUIO.

4.1.7. OcymecTBieHHe HECAHKIIMOHUPOBAHHBIX HH(POPMALMOHHBIX BO3ACHCTBUIL
(MoguduKkanus KOHPUIYpalMOHHBIX JAHHBIX IMPOrpPaMMHO-aNMapaTHBIX CPEACTB, MOJA00D
ayTeHTU(UKAIMOHHOW  WHpOpMAMKM W T.I.) Ha  HMHPOPMAIMOHHYIO  CHUCTEMY
00pa30BaTeNbHOTO YUPEKACHUS, OCYIIIECTBIIIEMbIX U3 BHEITHUX CUCTEM.

HcTouyHnKkH yrpo3bl — BHEIIHUE 3JI0YMBIIIJIEHHUKHY, BHEIIIHAE CUCTEMBI.

Cnocod (meroa) peaju3auMu yrpo3bl — HECAHKIIMOHHPOBAHHbIE HH(QOPMAIMOHHBIE
BO3JCHCTBUS C  HCIOJB30BAaHWEM  CIELUUAIM3MPOBAHHOIO  IPOTrPaMMHO-ANapaTHOTO
obecrieyeHus.

Hcnoab3yemble ysI3BUMOCTH — HEJIOCTATKH MEXaHW3MOB 3alIUThl MHPOPMALMOHHOM
CUCTEMBI 00Pa30BaTEIBLHOTO YUPEXKIECHUS OT HECAHKIIMOHUPOBAHHBIX BHEIIHUX BO3AEHCTBUM.

Bujx nndopmanum, noTeHIMAJIBHO NOABEPKEHHOH YIpo3e — IPOrpaMMHO-aIlIIapaTHOE
obecnieueHre HH(GOPMALMOHHON CUCTEMBI 00Pa30BaTEIbHOTO YUPEKICHUS.

Hapymaemble cBoiicTBa 0e30MaCHOCTM  aKTHBOB —  KOHQUAECHIMAIBHOCTD,
L[EJIOCTHOCTb.
Bo3moxkHbIE MOCJHEICTBHUSI  peajM3alli¥  YIpo3bl —  HapylLIEHUE  PEXUMOB

(GyHKIIMOHUPOBaHUS HH(POPMAIIMOHHON CHCTEMBI 00Pa30BaTEIbHOIO YUPEXKIECHUS, CHUKEHHE
YPOBHS 3alIUIIIEHHOCTH WH()OPMAIIMOHHON CHCTEMBI 00pa30BaTeNbHOIO yupekaeHus. Bemer
K BO3MOXKHOMY MaTepHAIIBHOMY yIIepOy 00pa30BaTEIbHOMY YUPEKICHHUIO.
4.2. IloauTuka u Heau dezonacuocTu A AUC
AWC nomxHa o0ecrieuuTh CIeI0BaHNE MPUBEICHHBIM HIKE TTpaBUjIaM 0€30TaCHOCTH:
1. JMomxHa ObITH OOecreueHa perucTpanus U y4eT MoJydeHHs (BKIIoYas yKa3aHHE CpOKa
JEHCTBHSI)  COTJIACHS oOyuJaromerocss Ha 00paOOTKY TPENOCTaBICHHBIX WM B
o0pa3oBaTeNbHOE YUPEKACHUE CBOMX NIEPCOHANBHBIX JTaHHBIX.



JlomxHa ObITh OOecrieyeHa BO3MOKHOCTh HAJIS)KHOTO XPAHEHHsI MEPCOHANBHBIX JTaHHBIX
pabOTHUKOB M oOOywaromuxcsi (B TeUeHHE ACHUCTBHA CpOKa TPYAOBOTO JOTOBOpa H
paspernienus Ha 00pabOTKy MePCOHANBHBIX JaHHBIX COOTBETCTBEHHO).

Homxaa OBITH OOecredeHa BO3MOXKHOCTh Oe3omacHoro BocctanosieHus AWC mocnie
c00eB M OTKa30B MPOrpaMMHOT0 00ecriedyeHust U 000PYLOBAHMYSL.

JomxHa ObITH OOecredeHa 3amuTa HHHOPMAaLK, COCTABIISIONICH TepCOHATbHBIE JAHHBIC
pabOoTHMKOB M oOy4aromuxcs, TNpud ee o0paboTKe, XpaHEHHMH U Iepeaayde
CTIeUATM3UPOBAHHBIMU CPEJICTBAMH 3AIUTHL.

JomkHo  ObITh  O0ECHEYCHO  HAIWYME  HAUICKANIMX,  3aAIIUIICHHBIX  OT
HECAaHKIIMOHUPOBAHHOT'O MCIIOJIb30BAHUS, MEXaHU3MOB PETHCTPALIMH U MPEAYIPESKIACHUSL
apmuuuctparopa AUC o mo0bIx coOBITHAX, OTHOCSIUXCA K 6e3onacHoctr AWC.
Jlo;kHO OBITH 00ECIIeYeHO HAMYME HAUICKAIIUX W KOPPEKTHO (DYHKIMOHUPYIOUIIHX

CPEICTB aAMUHUCTPUPOBAHUS 0e30macHOCTH MH(POPMALMOHHOM CHUCTEMBI
00pa3oBaTeNbHOTO YUPEKICHUA, JIOCTYIIHBIX TOJIBKO YIOJIJHOMOYEHHBIM
aIMUHUCTPATOPaM.

Jlo;kHBl  OBITH  IPEAOCTABICHBI MEXaHU3Mbl ayTeHTU(UKauuu, oOecrneynBaromue
aJIeKBaTHYIO 3alUTy OT MPSMOT0 WIM YMBIIUIEHHOIO HapylleHus O0e30MacHOCTH
HapYIIUTEIAMU C HU3KUM IIOTEHLIMAJIOM HalaJCHUs.

JlomkHbl OBITH OOECTeYeHbl MEXaHU3Mbl TEHEpaIfH, HAUIeKAIET0 U 3allUIIEHHOTO
pacrpeliesieHusl, YHMUYTOXEHHUS KIIOYeBOH MH(oOpManmuu, a TakkKe MeXaHU3Mbl
mmdpoBanusi, 1 GOPMHUPOBAHUS IEKTPOHHON M (PPOBOI moanucH. JJaHHBIE MEXaHU3MBI
JOJKHBI (DYHKIIMOHUPOBATH B COOTBETCTBUH € CEPTU(PHUIMPOBAHHBIMU AJITOPUTMAMHU.

4.3. IlomuTuka U nesn 0e30MacHocTH 1A cpeabl GpyHkuuonuposanusa AUC

Cpena ¢ynxuonupoBanust AUC nomxHa o0ecnednuTh ClieJOBaHHE MPUBEIEHHBIM HUXKE

npaBuiaM 0€30MaCHOCTHU:

1.

JomkHa ObITh oOOecriedeHa HHKEHEPHO-TEXHHUYECKas YKpPEeIUIEHHOCTh OO0BEKTOB
pa3MenieHus: cucteMbl o0pabOTKH, XpaHEHHs W Iepefadyud UHQOpMalH, CoJepiKaliei
CBEZICHMSI O TIEPCOHAIIBHBIX JAHHBIX.

OOBbeKThl pa3MelleHHs CUCTeMbl 00pabOTKM, XpaHEHUs U nepenadyd HHpopmanuu,
coJiepKalleil CBeJIeHNs O EPCOHATIbHBIX JaHHBIX, TOJIKHBI ObITh 000PYIOBaHbI CUCTEMOM
OXPAHHOM CUTHAITU3AIUY.

JlomkHa OBITh MCKIIIOYEHA BO3MOKHOCTh HECAHKIIMOHUPOBAHHOTO (PM3UYECKOrO JOCTymNa
K NpOrpaMMHO-aNIapaTHbIM 3JIEMEHTaM CHCTeMbl OOpaOOTKM, XpaHEHUS M IHepeaaydu
UHpOpMalLlUK, COJAEpKalleld CBEIEHUS O NEPCOHAIbHBIX JAaHHBIX, CO CTOPOHBI
MOCTOPOHHUX JIMII.

Ha o0bekrax cucrembl 00pabOTKH, XpaHEHUs U Mepenayd MHGOpMaluu, cojepKalieit
CBEICHMSI O TIEPCOHAJIbHBIX JAHHBIX, JOJKHO ObITh 00ECleYeHO HaIM4Yue U Hajiexaliee
UCIIOJIb30BaHUE CPEJCTB aHTUBUPYCHOM 3aIlUThI, CEPTUPHUIMPOBAHHBIX MO TPEOOBAHUAM
6e3omacHoCTH. JI0KHO OBITH 0OECTIEUEHO PETYIISIpHOE OOHOBIIEHHE aHTUBUPYCHBIX 0a3.
OOBekThl cHCTeMBl OOpPaOOTKM, XpaHEHHs U Tepenayd HHOpMaluu, cojepKalei
CBEICHHMSI O TIEPCOHAIBHBIX MJAHHBIX, JOJDKHO OBITh TOAKIIOYEHbBl K BHEIIHUM
BBIYUCIUTENIBHBIM CETSIM OOILEro MOJb30BaHUs C MCIIOJIb30BAaHUEM HAJUIekKAIUX CPEICTB
MEKCETEBOI0 IKPAaHUPOBAHUS, CEPTUPHUIIMPOBAHHBIX MO TPeOOBaHUSIM 0€30IaCHOCTH.

Ha o0bexrax cucrembl 00paOOTKH, XpaHEHHs W HepeAayd MH(POpMaluH, cojaepsKalieit
CBEICHMSI O MEPCOHAIbHBIX JIaHHBIX, JOJKHO OBITh 0OECHEeUeHO OTCYTCTBHUE HEIITATHBIX
NPOTPaAMMHBIX CpEICTB, HE HMMEIOLIMX OTHOLIEHHE K Ipoleccy (PYHKIMOHUPOBAHUS
00pa30BaTeNIbHOTO YUPEKIACHHUS.

JlomkHbl OBITH OOECieueHbl YCTaHOBKA, KOH(DUTYPUPOBAHUE U YIIPABICHHE IPOIPAMMHO-
anmapatHeiMu - cpeactBamu  AMUC B COOTBETCTBMHM C PYKOBOJACTBAMH M COIVIACHO
OLICHEHHBIM KOH(UTYpaIUsIM.



8. Ilepconan, oTBeTcTBeHHBIH 3a agmuHucTpupoBanne AUC, nomkeH ObITh O1aroHaIeKHBIM
U KOMIIETEHTHBIM, U PYKOBOJCTBOBaTbCSI B CBOEH JEATEIBHOCTH COOTBETCTBYIOLICH
JIOKYMEHTALUEH.

9. VnonnomouenHole Ha paboty ¢ AUC onepaTopbl JOKHBI ObITH OJIarOHAJEKHBIMU,
PYKOBOJCTBOBAThCS B CBOCH paboOTe dKCILTyaTallMOHHON mgokymeHTarueir Ha AVC, a ux
COBMECTHBIC JEMCTBUS JOJDKHBI OBITh HAlpaBlIE€Hbl HCKIIOYUTEIbHO HA BBINOJIHEHUE
CBOUX (DYHKITMOHAIBHBIX 00s13aHHOCTEH.



