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I/chrpymﬁm 0 NPUMEHEHHH CPeACTB AHTHBHPYCHOH 3aKTEI HHPOPMALHK



1. TepmuHBI U OnIpeaeIeHUsT

B uHCTpyKIMM O NPUMEHEHHUU CPEACTB AHTUBUPYCHOM 3amuThl mHbOpManuu (manee —
WHCTpyK1Ms) UCIIOIb30BaHbI CIEAYIOIINE TEPMUHBI U OIIPEEIICHHUS:

[Tonp30BaTenu — MOJDKHOCTHBIE JHIA, a TaKXKe BCE IPYrHe JHIA U OpraHu3alluu,
UCTIOJIB3YIONINE B padOTE CPEICTBA IJICKTPOHHO-BBIUNCIUTEIBHON TEXHUKH.

AJIMUHHCTPATOPhl AHTUBUPYCHOM 3aIMThl HHPOpManuu (najnee — aaMuHUCTpaTopsl AB3)
— JOJDKHOCTHBIC JIMIIA TOJApa3feliecHnid WHGOpMAMOHHONH be3omacHoCTH (TEXHUYECKHX
NoJipa3/ielieHnii), Ha3HAUEeHHbIE OTBETCTBEHHBIMH 3a OJKCIUIyaTallMI0 CPEJICTB aHTHUBUPYCHOMU
3amMThl MH(pOpPMaUuK U 00ecreunBaloie OpraHu3anuio U 3(PQPEeKTHBHOE HCIOIb30BaHUE
CUCTEMbl aHTUBUPYCHOM 3alIUTHI HHGOPMAIUH.

BpenonocHast mporpaMma — mporpamMma Uil 3J€KTPOHHO-BBIYHMCIMTENBHBIX MallluH
(OBM), 3aBenoMo NpuUBOAAIIAS K HECAaHKIMOHMPOBAHHOMY YHHUYTOXKEHHIO, OJOKHPOBAHHUIO,
Mojupukanuu 1100 KONUPOBaHUIO MHpOpMaluK, HapylieHuo padorst OBM, cucrempr O9BM
WM UX CETH.

[IporpaMMHbIEe BHpPYCHI — Pa3HOBUJIHOCTb BPEAOHOCHBIX IpPOrpamMM, OTIMYUTEIbHOM
OCOOCHHOCTBIO KOTOPBIX SIBISIETCSI CHOCOOHOCTh K Pa3MHOMKEHHUIO (camoperuMkainuu). B
JOTIOJIHEHWE K 53TOMY OHHM MOTYT MOBpPEXAaTb WM IOJHOCTbIO YHHYTOXXATb JIaHHBIE,
MOJIKOHTPOJIbHBIE TIOJIB30BATEIN0, OT UMEHU KOTOPOro Obljia 3amylieHa 3apaKeHHas mporpamma.

NupopMalilnoHHO-TEXHUYECKAsT ClIy’)k0a — CTPYKTYpHOE IOApa3JIeIeHUe OpraHu3aluy,
OTBETCTBEHHOE 32 (YHKIMOHHPOBAHHE aBTOMATHU3UPOBAHHBIX HH(OPMALMOHHBIX CHCTEM U
AIIEKTPOHHO-BBIYUCIUTEIHHON TEXHUKH. B HEOONBIIMX OpraHM3alusX Ha HET0 MOTYT OBITh
BO3JIOKEHBI U (YHKITUH CITY>KObI HH(GOPMALIMOHHON OE30MaCHOCTH.

2. O01me moJI0KeHHus.

1. Hacrosimas MHcTpykius pa3zpaboTaHa B IENAX OCYIIECTBICHUS AaHTUBUPYCHOM
3ammThl  WH(OpMaluu, coxepxkamieiics U oOpabaTpiBaeMoil  Ha pabOYMX CTaHIUIX
CTPYKTYPHBIX MOApa3JeNeHUi OpraHu3aluu , OT HECAaHKLIMOHMPOBAHHOIO  KOMUPOBAaHMA,
MOTUGUKAIIMA ¥ Pa3pylIeHUs] JaHHBIX, HCIOIB3YEMbIX B  JICATEIBHOCTH YYPSXKICHHS, a
TaKXe HapylleHus paboThl
UCTIOJIB3YEMOT0  MPOTPaMMHOTO OOECIEUYeHUs] TPH BO3JCHCTBUU  BUPYCOB W JIPYTHX
BPEIOHOCHBIX ~ TNPOrpaMM  IOCPEJICTBOM KOMIUIEKCA OpPraHU3aIMOHHO-TEXHUYECKUX
MEPONPUITHUI [0 0OecTeyeHNI0 NHPOPMAITMOHHOI 0€30I1aCHOCTH.

2. Hacrosimass MHCTpyKIUs onpeaenseT MOpsIOK MPUMEHEHUs CPEICTB aHTUBUPYCHOM
3a0UTBl B CTPYKTYPHBIX  TIOApA3JCNeHUsX, 3aJadyd, OOsS3aHHOCTH u npaBa
aaMuHucTpatopoB AB3, monb3oBaTeneil CpeacTB aHTUBHPYCHOM — 3alIUThl  MHGOpMAIHNH,
MOPSIZIOK  YCTAHOBKM W TPUMEHEHUS OOHOBIICHWH, TOIKIIOUEHHUS CPEICTB aHTHBHPYCHOU
3al0UTHI, a TaKkKe TMOPSJOK  JIMKBUAALUMHM TOCJIEICTBHIA BO3JEHCTBUS MPOrpaMMHBIX
BHPYCOB.

3. TpebGoBauus Hacrosimeid MHCTpyKIuM 00s3aTeIbHBI A7 BBIOJHEHUS BCEMH
MOJIB30BATEISIMA W aAMHUHUCTpaTopamMu  AB3, a Takke WHBIMH JUIAMHU, UCIIONB3YIOIIMMHA
CpeACTBA BEIYUCIUTENbHON TEXHUKH.

4. OO0mee pyKOBOJACTBO 0OECIEYEeHUEM AaHTHUBUPYCHOW 3alUThl HMH(DOpMalMM B
OCYILECTBIIsICTCST MH(POPMAIIMOHHO-TEXHUUYECKOU cyx00ii (nanee - UTC) n 0TBEeTCTBEHHBIM 32
MH(OPMALIMOHHYIO O€30MaCHOCTh M TEXHUUECKYI0 3aumuTy nHpopmanuu UTC.

5. OTBeTcTBeHHbI 3a WHPOPMALMOHHYIO OE30MACHOCTh M TEXHUYECKYIO 3aIHUTY
unpopmarun ~ UTC OCYIIIECTBIIET  HEMOCPEACTBEHHOE PYKOBOJCTBO  OpraHU3alHei
npoBefeHUsT  paboOT MO  AHTHBHPYCHOW  3ammre WHGOpMAIMM B OpraHU3AIMH Yepe3
corpynuukoB UTC.



6. IIpakTueckoe pelieHune 3ajad, CBSA3AHHBIX C OpraHu3aluell aHTUBHPYCHOMN
3alIUThl MHPOPMALUU U NPUMEHEHUEM CPEICTB aHTUBUPYCHOU
3amUThl MHQOPMAIMK B CTPYKTYPHBIX MOApa3AesieHsIX, ocyliecTBisercs corpyannkamu UTC.
7. llpn BO3HMKHOBEHMM CHUTyallMii, HE BKJIIOYEHHBIX B IIOJOKEHUS HACTOSILEH
WHucTpyKiuy, peleHue nOpuHUMaeTcs aaMuHuctparopom AB3 1o COIIACOBAHUIO C
OTBETCTBEHHBIM 3a MH()OPMALMOHHYIO O€30IaCHOCTh U TEXHUYECKYIO 3alUTy HH(pOpMaLuu
NTC.

3. Ilopsinok npuMeHeHHsl CPeACTB AHTUBUPYCHOM 321U THI
uHopManum B 00pa3oBaTeJIbHOM y4Ype:KIeHUHU

1. CpencTBa aHTUBUPYCHOM 3alUThl MH(OPMAIMM JOJKHBI YCTAHABIMBATHCS Ha BCEX
CPEACTBAaX BBIYMCIMTEIBHON TEXHHMKH, SKCIUTyaTHUPYEMBIX B 00pa30BaTEIbHOM YUPEKICHUU.
ITpu TexHOMOrMYECKOM HEOOXOAMMOCTH Ha OTAEIbHBIE CPEACTBA BBHIUMCIUTEIBHON TEXHUKU
CpeACTBa AHTHBHPYCHOW 3alIUTHl MH(OpMAIMK MOTYT HE ycTaHaBIUBAThCA. CIHCOK TaKHX
UCKIIIOUEHUH yTBepxkaaercsa pykosoaurenem MTC u nepecMarpuBaeTcs €3KerogHo.

2. llopspoxk  mpuMEHEHMsT  CPEACTB  AHTHBHPYCHOM 3amMThl HH(OpMauuu
YCTaHABJIMBACTCSI C YUETOM COOJIIOACHHUS CIEAYIOIMX TPeOOBaHUMA:

- 00s13aTeNbHBI BXOAHON KOHTPOJb 32 OTCYTCTBHEM IPOTPAaMMHBIX BHPYCOB BO BCEX
HOCTYNAIOUIMX  HAa  O00BEKT MH(OpPMATH3aLMM 3JIEKTPOHHBIX HOCUTENIAX HHGOpMAIUH,
MH(OPMaLMOHHBIX MAacCHBaX, IMPOrPaMMHBIX CpEICTBaX OOILIETO U CIIEUAIbHOTO Ha3HAYCHUS;

- oOs3aTenpHAasl MPOBEPKAa BCEX  DJEKTPOHHBIX IHUCEM Ha MpPeIMeT OTCYTCTBHS
IIPOrPaMMHBIX BUPYCOB;

- IIEpUOAMYECKas IPOBEPKA Ha MPEAMET OTCYTCTBHS IPOIPAMMHBIX BHPYCOB JKECTKHUX
MarHUTHBIX JHUCKOB (HE peke OJHOrO pa3a B HEAEN0) M 00s3aTeNbHas IMPOBEPKAa ChEMHBIX
HocuTenell nHdopMaly nepea HayajaoM paboThl C HUMU;

- BHEIUIAHOBAas IPOBEpPKA JKECTKUX MAarHUTHBIX JIMCKOB M CBEMHBIX HOCHUTENEH
UHpOpPMaLIMK B CIydae MOJ03PEHHs Ha HaJM4ne MPOrpaMMHBIX BUPYCOB;

- BOCCTaHOBJIEHUE paboTocnocoOHOCTH MIPOrpaMMHBIX CPEICTB u
MH(POPMALIMOHHBIX MaCCUBOB, MOBPEXICHHBIX IPOTPAMMHBIMU BUPYCaMHU.

3. YIOJIHOMOYEHHOE JMII0 OpraHu3alUu [0 AHTUBUPYCHOW 3amuTe WHGOpMauu
o0ecreynBaer:

- yOpaBiieHHEe KOH(UTypanuel ¥ JIOTMUYECKOW CTPYKTYpPOM BCEro MPOTPaMMHOTO
o0ecreyeHns CUCTEMbl aHTUBUPYCHOW 3allIUThI HH(OPMAIIH;

- yOpaBl€HHWE  YCTAaHOBKOW U OOHOBJIEHHMEM JIMLEH3UOHHBIX KIIOUEH CpeacTB
AHTUBHMPYCHOM 3aIIUTHI HH(POPMALINH;

- yIpaBji€HHE pACCHUIKOM U YCTAaHOBKOW OOHOBJIEHHI 0a3 cpelcTB aHTUBHPYCHOM
3alUThl MH()OpMAIIIH;

- OrpaHUYeHHE JIOCTyNa ToJib3oBaTeneil Ha pabouynx MecTax K HacTpohkaMm
YCTAHOBJICHHBIX CPEJICTB aHTUBUPYCHOU 3aIIUTHI HH(POPMAIIHUH;

- HaCTPOWKY pacChUIKM cooOmeHnii o0 oOHapyXKeHHUU BHPYCOB, O cOOsSX B pabote
CPEJCTB aHTUBUPYCHOM 3alIUTHI U T.I1.;

- yIaJeHHOEe pelleHre Mpo0sieM, BOSHUKAIOUIIUX B MPOIIECCE UCIOJIb30BAHUS CPEICTB
AQHTUBHUPYCHOH 3aIIUTHI HHPOPMALIUH.

4. Jlna pabouyux CTaHIMI M CEPBEPOB, KOTOpbIe HEe HMMEIOT monkmoueHus Kk JIBC,
CpeACTBa AHTMBHMPYCHOW 3aIIMThl MH(OpMAnUM I HUX YCTAaHABIMBAIOTCS  JIOKAJBHO B
NOpsIKe, OMpeleleHHOM aaMuHuctpatopom AB3, ¢ yderom TpeboBaHuil Hacrosien
HNHcTpykuu.

5. WHCTamnmsauuMss W HACTpPOWKA CPEACTB aHTUBHPYCHOW 3amUThl  WH(OpMaIuu
OCYILIECTBISIIOTCS. B COOTBETCTBUM C IPOIPAMMHOM M 3KCIUIyaTallMOHHOM JOKyMEHTalUeH,
IIOCTABIIIEMON B KOMIIJIEKTE C HUMH.



6. KomupoBanue mro00i uH(MOpMALUK, TEPEHOCHMONW C TMOMOIIBIO JTIOOBIX CHhEMHBIX
HocuTenell uHbopManuyu, IOHKHO MPOU3BOJIUTHCS TOJIBKO TOCJE MPOBEACHUS MPOILEIYpHI
MIOJTHOTO AHTUBHPYCHOTO KOHTPOJISI ChEMHOTO HOCHTETISI.

7. AHTUBHpYCHas TpOQUIAKTHUKA SBISIETCA HEOOXOAMMBIM SJIEMEHTOM 3aIlHUThI
WH(OPMAIIMOHHBIX PECYPCOB YUPEXKICHUS OT WX MOIAUPUKAIUU H
YHUUYTOXKEHUSA. AHTUBHpYCHas MPO(UIAKTUKA COCTOSHUS CPEJCTB AHTUBUPYCHOMN
3amuThl MHQOPMALIUY Ha CepBEPaxX U pabOUYUX CTAHIUSAX JOJKHA MPOBOTUTHCS 110
coriacoBaHuio ¢ aamuHucTpatropamu AB3 B Hepabouee BpeMs, 3a HCKIIFOUEHHUEM BHEIITATHBIX
CUTYaLH.

4. Ilopsinok 00HOBJIeHHS 0a3 TAHHBIX CPEICTB AHTUBUPYCHOM
3alUThI HH(pOpMAIIUU

1. CsoeBpemeHHOe OOHOBIeHHE 0a3 JaHHBIX CPEJICTB AHTUBUPYCHOM 3alIUTHI
UHPOPMALIUU B CTPYKTYPHBIX TIOAPA3ACICHUIX SIBISETCS HEOTHEMIIEMON YacThl0 OOECTICUCHHS
3 PEKTUBHON MOJUTUKU AHTUBUPYCHOMU 3AIIUTHI HH(POPMAIHH.

2. OGHoBieHHE 0a3 NaHHBIX CPEACTB AaHTUBUPYCHOM 3aIIUTH HH(POpPMAIMK HA PabOYHX
CTaHIMSX, YCTAHOBJICHHBIX JIOKAJIbHO B CTPYKTYPHBIX MOIPA3CICHUSX, TOJDKHO IPOU3BOAUTHCS
HE peXe OIHOTO pa3a B HEAETI0 B TOpPSJIKE, YCTaHABIMBaeMOM aaMUHHCTparopom AB3, c
y4eToM TpeboBaHuil HacTosmei MucTpykunn.

3. Ha pabGouem mecre agmunucrtpatopa AB3 Moryr ObITh YCTaHOBJIEHBI CpEJICTBA,
no3possitorue  depe3 JIBC ympaBisiTh KOMIIOHEHTaMH CHCTEMBl aHTHBHPYCHOHM — 3alllUTBHI,
YCTAHOBJICHHBIMM Ha pab0YMX CTAaHLUSAX M CepBepax B CTPYKTYPHBIX MOJPA3/ICICHUAK, a
TaK)Ke MPOBOJNUTH OOHOBICHUSI 0a3 CPEACTB aHTUBUPYCHOHM 3aIUTHl MH(popMauuu. B ciyuae
ecinu pabouas  CTaHIMA  ToJib3oBaTesst He moakiaoueHa kK JIBC, oOHoOBieHHWe CpeicTB
AHTUBMPYCHOM  3alIUThl MHGOPMALMK  MPOU3BOJAUTCA  IOJH30BATEIEM YEpe3 ChEMHbIE
HOCHUTEIN uHpopmanuu. [leprnoanIHOCTh OOHOBICHHS OIPENENeTCS  IMPOTPaMMHBIMU
TpeOOBaHUSAMH  CPEJICTB  AHTUBUPYCHOM 3aluThl MHPOPMALMU WM YCTaHABIMBAETCS
aamuHucTpatopoMm AB3.

5. O6s13aHHOCTH, IPaBa ¥ MOPS/I0K HA3HAYCHUSA
agMuHHCTPaTOopoB AB3

1. Anmunuctpatopsl AB3 o00s3aHbl oOecrieunBaTh COOMIOACHHE B YUPEXKICHUU
MOJIMTUKK  AHTUBUPYCHOW 3amuThl HWH(OpManuMu W BBISIBICHHE (DAKTOB  3apakKeHUs
MIPOrpaMMHBIMHU BUPYCAMH.

2. K ocHOBHBIM 3amadyam aaMmuHuctparopa AB3 oTHoOcATCA opraHuzanus mpoiecca
YCTaHOBKH U OOHOBJICHHSI CPE/ICTB aHTUBUPYCHOM 3aIIUThHI HH(OpMALIUN
Ha pabOuYMX CTAHIMSX MOJIb30BaTeNel U 00ecIeueHne TEXHUYECKOTO COMPOBOKICHUS ACHCTBUI
MOJIb30BaTeNe B cllydasx OOHapy»XeHHsS MPOTPAMMHBIX BHUPYCOB, a TaKkKe OCYIIECTBIICHUE
KOHTPOJIS 32 COCTOSTHUEM CHUCTEMbI aHTHBUPYCHOM 3aIUTH HH(GOPMAITIH.

3. Anmunuctpatop AB3 HeceT OTBETCTBEHHOCTb: 3a CBOEBPEMEHHYIO YCTaHOBKY
CPE/ICTB aHTUBUPYCHOW 3aIUTHI HHPOPMAIIHH;

- 32 OKCIUTyaTallli0 CUCTEMbI aHTUBUPYCHOM 3aIIUTHI HH()OPMAIINH;

- 3a CBOEBPEMEHHOE OOHOBIIGHHWE JMIIEH3MH Ha CpPEJICTBA AHTHUBUPYCHON 3aIlUATHI
uHpOpMaINH;

- 32 CBOEBpEMEHHOEe OOHOBIeHHWE 0a3 JaHHBIX CPEACTB AHTHBHUPYCHOM 3allUThHI
uHpOpMaLIUH.

4. Anpmunuctpatop AB3 umeer npaso:

- BHOCUTh MPEJJIOKEHUS IO COBEPILICHCTBOBAHUIO CHUCTEMbl aHTUBUPYCHOM 3allIUThHI
nH(pOpMAIUK B CTPYKTYPHBIX MOJIPA3ALICHUSIX 00pa30BaTEIHHOTO YUPEIKICHNUS,



- MIPUHUMATh YYacTHE€ B IUIAHUPOBAHUU MEPONPUITUM [0 aHTUBUPYCHOW 3alllUTE
uH(pOpMallMK B OPraHU3alMK U TUIAHUPOBAHUM OCHAIICHUS CPEJCTBAMH aHTUBUPYCHOW 3aIIUThHI
UH(OPMALIUU CTPYKTYPHBIX MTOAPA3ACICHUN;

- OCYILIECTBJISATh KOHTPOJb COCTOSIHUSL CPEACTB AHTHUBUPYCHOW 3aIIMThl MHGOpMAIUU
B CTPYKTYPHBIX [10/Ipa3JeIICHUSX;

- IPOBOJIUTH CIYXEOHbIE MPOBEPKU MO (haKTam 3apa>keHUsi MPOrpaMMHBIMHU BUPYCaMHU
ABTOMATH3UPOBAHHBIX CHCTEM 00pabOTKM HMH(GOPMAIMHM U CPEACTB BHIYUCIUTEILHOW TEXHUKH
B CTPYKTYPHBIX MOJIpa3iesieHUusIX 00pa30BaTEIbHOIO YUPEKICHHUS;

- OKa3bIBaTh MOMOIIb B PEHICHUHU MpoOIeM, BO3HUKAIOMINX MPH SKCILTyaTallud CPEJCTB
AHTUBUPYCHOW 3alllUThl HHQPOpPMAIMU B CTPYKTYPHBIX MOJpa3AeieHUs X 00pa3zoBaTelbHOTO
YUPEXKICHUS.

5. Haznauenue agMuHuctpatopoB AB3 opraHuzanuu OCYIIECTBIAECTCS Ha OCHOBaHUU
IprKas3a 1Mo o0pa3oBaTeIbHOMY YUPEKACHHUIO C 00s3aTeNbHBIM OTpaKeHHEM OOs3aHHOCTEH B
JOJIKHOCTHOM MHCTPYKIIUU.

6. Obs3anHOCTH amMuHHCTpaTopoB AB3  Moryr coBmemarh JOKHOCTHBIC TuIa,
Ha3HA4YCHHbIE aJMUHUCTpATOpaMu 0a3 JaHHBIX (ABTOMATU3MPOBAHHBIX HH(POPMAIIMOHHBIX
cucrem), crierpanuctel UTC. Anmunucrparopamu AB3 He MOTyT OBITH JOKHOCTHBIC JIMIIA
CTOPOHHUX OpraHu3auui. J[oMmKHOCTHBIE JIHIIA, UCTIONHSIIONINE 00A3aHHOCTH aIMUHUCTPATOPOB
AB3, yTBepk1aeTcs NpUKa3oM PYKOBOAUTENS 00pa30BaTEIbHOTO YUPEKACHHUS.

7. O6si3aHHOCTH aIMUHUCTpaTOpoB AB3 opranuzanuu apyrue Jidiia MOTYT HCHOJIHSTh
TOJIbKO Ha OCHOBAaHMU IIpHKa3a PYKOBOAMTENS OpPraHU3alMd O BPEMEHHOM MWCIIOJIHEHUU
oOs3aHHOCTEN agmuHHcTpaTopa AB3, B KOTOpOM yKa3aH CpOK HUCHOJHEHHs O00s3aHHOCTEH
aamuHucTpatopa AB3.

6. O0s13aHHOCTH MOJIb30BaTeJIell cpeIcTB AHTUBUPYCHOM
3alMTHI HH(POPMALMU

1. Ilonp3oBarenb 00s3aH K3Y4YUTh HACTOALLYI0 WHCTPYKIMIO U O3HAKOMMTHCS C
HE00XO0/IMMOCTBIO HECEHUS] OTBETCTBEHHOCTH 3a BBHIMOJIHEHUE €€ TPeOOBaHHM O] pOCTIHCH.

2. [Tonp3oBatensM 3anperaeTcs:

- OTKJIIOYaTh CPE/ICTBAa AHTUBUPYCHOM 3allUThl MH(POpPMALMU BO BpeMs paboThl;

- HCNOJb30BaTh CpPEICTBA AHTHUBUPYCHOW 3alllUThl HMHPOpPMALMH, OTJIMYHBIE OT
noanepxkuBaeMelx UTC, nepedeHb KOTOPBIX JOBOAUTCS 10 cBeneHus nonb3osareneid UTC nnun
aaMmuHKuCcTpaTopoB AB3;

- 6e3 paspewmenus aamuuuctparopa JIBC u aagmMunucrparopa AB3 konupoBaTh J00bIe
¢aiinbl, ycTaHaBIMBATh W  HUCHOJB30BaTh JiI00O€ MporpaMMHOe oOecredeHue, He
NpeHa3HAYSHHOE [T BBIMOJIHEHUS CIY)KEOHBIX 3a]1au.

3. BBox uH(popMamuMM ¢ MarHUTHBIX, ONTHYECKUX, MArHUTOONTHYECKUX U JIIOOBIX
JpYTUX  ChEMHBIX  HOcHUTelned  WHGPOpMallMM  HECHy)KeOHOro  Xapakrepa JOJIKEH
OCYILLECTBIIAATBCSL  TIOJIB30BATENEM TOJIBKO C paspeulieHus aamuHuctpatopoB JIBC wumm
aaMuHKMCcTpaTopoB AB3.

4. B ciyyae mosiBIeHUs MOJO3PEHUN HA HAJIM4YME MPOrPaMMHBIX BHPYCOB B JIBC
MOJIb30BaTENM JOJDKHBI HEMEUIEHHO IpouH(opMupoBaTh 00 3ToM aaMmuHuctparopa AB3. B
Clly4ae BBISBJIEHUS MHUUICHTOB ((akTOB M T.N.), CBS3aHHBIX CO cOOSAMU B pabOTe CpPEACTB
AQHTUBUPYCHOM 3alllUTHI, TOJb30BaTEeNIb 00s3aH HE3aMEUIUTENIbHO COOOIIUTh 00 3TOM
OTBETCTBEHHOMY 32 HWH(GOPMALMOHHYIO 0€30MacHOCTh M TEXHUUYECKYIO 3alIUTy MHGOpMaluu
NTC.

7. Ilopsigok neiicTBUIA MoJIb30BaTeN el U aIMUHHCTPaTopoB AB3
Nnpu O0HAPYKEHNUH BUPYCOB
1. OCHOBHBIMHU TYTSIMH POHUKHOBEHHSI BUPYCOB B HH()OPMAIIOHHO - BBIYUCIUTEIHHYIO
CeTh OpraHu3alMM SBIAIOTCS: T'MOKME MAarHUTHBIE IMCKH, KOMIAKT-IUCKH, HWHBIE ChEMHBIE
HAKOIMHUTENIM UHPOPMALIUH, SJEKTPOHHAs NoYTa, (hailyibl, moyyaemble u3 cetu VHTepHeT, paHee



3apakeHHbIE paboune cTaHIMU. B ciaydae oOHapyKeHUs! IpOrpaMMHBIX BUPYCOB ITPHU BXOJTHOM
KOHTpOJIE OTUYXJIaeMblX HocuTened wuHpopMmanuu, (ainoB WIM IOYTOBBIX COOOIIEHHH,
NOCTYIUBIIUX B CTPYKTYPHBIE [TO/Ipa3I€JI€HHUs, I0JIb30BaTENb JTOJIKEH:

- IPUOCTAHOBUTH IIPOLIECC MpUeMa-nepeaadu HHpopmaium;

- coo0muTh aaMuHUCTparopy AB3 WM OTBETCTBEHHOMY 3a HWH(OPMALUOHHYIO
0e30macHOCTh W TexXHWYecKyro 3ammuty wuHbopmanuu WTC 0 ¢akrte OoOHapYyKECHHS
IIPOrPaMMHOT0 BUPYCa;

- IPUHATH 10 COIJIACOBAHMIO C aaMHUHHMCTparopoM AB3 Mepbl MO JOKadM3alUU U
YAAJEHUIO IPOrpaMMHOIO BHUpyCa C HCIIOJIB30BAHMEM CPEICTB AHTUBUPYCHOM 3allUThI
nHpopMmanuu;

- coo0muTe O (QaxkTe OOHAPYXKEHHUS MPOrPAaMMHOIO BUpYyca B CTPYKTypHOE
HOJpa3/ieIeHue, U3 KOTOPOro IOCTYNMJIM 3apa)k€HHbIE ChEMHbIC 3JEKTPOHHBIE HOCUTENIN
uHpopManuu, (Gpaniasl UM IOYTOBBIE COOOIICHHS.

2. Ilpu oOHapyXeHUM NPOTrPaMMHBIX BUPYCOB B Ipoliecce 00pabOTKH HHGPOpMaLUU
10JIb30BaTENb 00s3aH:

- HEMEUJICHHO NTPHOCTAaHOBUTbH BCE PabOThI;

- coo0muTh aaMuHUCTparopy AB3 WM OTBETCTBEHHOMY 3a HWH(OPMALUOHHYIO
0e30IacHOCTb M TeXHUYecKyro 3amuTy wuHpopmauun UHTC 0 (akre oOHapyX)eHUS
IIPOrPaMMHBIX BUPYCOB;

- IPUHATH IO COIJIACOBAHMIO C agMHUHHMCTparopoM AB3 Mepbl Mo JOKaIM3alUUd U
yAaJEHUI0  MPOrpaMMHOIO BHpyCa C HCIOJb30BAaHUEM CpPEJICTB AHTUBUPYCHOM 3allUThI
uHpopmanuu.

3. Ilporpammubie cpencTBa OOIIErO0 M CHENUATBLHOTO Ha3HAYEHUS, HCIOJIb3yEMbIC B
CTPYKTYPHBIX OJIpa3ieieHUsX A 00paboTKH MH(POPMALMU, OTHECEHHON K CIIy>)KeOHOH TaiiHe,
B cllyyae OOHApyKE€HHUS NPOrpaMMHBIX BHPYCOB MOJUIEKAT 00s3aTeNbHOI NMEpeyCTaHOBKE C
pabouux KOMMiA ITaJoHa.

4. Ilppy  HEBO3MOXHOCTH JMKBHUJALMU TIOCJIEICTBUN 3apa)K€HUS MPOTrpaMMHBIMU
BUpycaMu aaMuHucTparopy AB3 Heobxoaumo:

- 3aapXUBUPOBATh 3apa’keHHbIE (hailibl C BHEIPEHHBIMU MPOTPAaMMHBIMU BUPYCaMU H
HaIpaBUTh C IPWIOKEHUEM COOTBETCTBYIOIIETO CONPOBOJUTEIBHOIO JOKYMEHTA B
OpraHM3aIMI0, OCYIIECTBISIOUIYI0 TEXHHYECKYI0  MOAJEPKKY  OKCIUTyaTalldd  CPE/ACTB
AHTUBHUPYCHOM 3aluThl HH(pOpMaIUH;

- OCYIIECTBUTH IOJIHYIO [E€PEYCTAHOBKY MPOrpaMMHOr0 0oOecredyeHHs Ha 3apaKeHHOM
KOMIIBIOTEPE.

5. Tlpu nonydyeHun MHOpPMALMM O BO3MOXKHOM HApyIIEHHWU JUOO BBISBICHUM (akKTa
HapylmeHuss TpeOoBaHMi Hactosimed WHcTpykuum pabora Ha pabodel CTaHIMM JTAHHOTO
M0JIb30BATENSl HE3aMeUIMTEIbHO OJIOKUPYETCs 1O pelleHnto aqMuHucTpaTopa AB3.

6. Bce ¢dakrel Momudukanuu U paspylieHHs ITaHHBIX Ha cepBepax WIM pabodnx
CTaHIMX, 3apakeHUE UX BUPYCaMH, a Takke OOHapyXeHHE APYTHX BPEJOHOCHBIX IPOrpaMM
KJIacCU(UIUPYIOTCA KaK 3HAYMMblE HapyIIeHUs] MHPOPMALMOHHON 0G€30MacHOCTH U JIOJIKHBI
AQHAIM3UPOBATHCS  TOCPEICTBOM IPOBEJEHUS CIY>KEOHOTO paccieloBaHus, MPOBOAUMOIO IO
NPUKa3y pyKOBOAUTEINS 00pPa30BaTENILHOTO YUPEKICHUS.

8. OTBeTCTBEHHOCTH 32 BbINOJIHEHHE TpeOdoBanuii MHCTpyKIMHT

1. 3a napymenue Hacrosmed MucTpykuun anMuuauctparop AB3 u nonp3oBaTenu HeCyT
OTBETCTBEHHOCTh, YCTAHOBJIEHHYIO JIEMCTBYIOIINM 3aKOHOAATENbCTBOM Poccuiickoi denepannn
¥ HOPMaTUBHBIMU NIPABOBBIMH aKTaMH.

2. PykoBomuTenu CTPyKTYpHBIX MOJPA3JE€ICHUN HECYT OTBETCTBEHHOCTh 3a
BBINIOJIHEHUE MEPOINPHUATUH 10 AaHTUBUPYCHOM 3amuTe HHPOpMaLUU Ha CpeacTBax
BBIUUCIIUTEILHOW TEXHUKHU, 3KCILTyaTHPYEMBIX MOAYMHEHHBIMU JOJKHOCTHBIMHM JIMLAMH, U 32
O3HAaKOMJIEHHE uX (IIoA pocnuck) ¢ Hacrosmed WHeTpykuueld B CBOEM CTPYKTYPHOM
HOJpPa3/ICJICHUH.



3. HenocpecTBeHHYI0 OTBETCTBEHHOCTH 32 COOIO/IEHUE B TIOBCEAHEBHOM IEATEILHOCTH
YCTaHOBJICHHBIX HOPM OO€CHedeHUs aHTUBUPYCHOM 3aliuThl MH(OpPMALMKM Ha CBOMX paboumx
MecTax, B TOM 4YHCJIE€ 32 CBOCBPEMEHHOE OOHOBICHHE  AHTHBHPYCHBIX  0a3 CpencTB
AQHTUBUPYCHOU 3alllUThl MHPOPMAIMM U TOJYyYECHHE HOBBIX JIMIIEH3UMOHHBIX KIIOYEH, HECyT
10JIb30BATENH, 3a KOTOPBIMH 3aKPEIIEHBI CPEJICTBA BEIUMCIUTEIBHON TEXHUKY.

4. B cnydae HapymeHus TpeOoBaHWUN Hacrosmied WHCTpyKIuM, CBSI3aHHBIX C
OPUMEHEHHEM TI0JIb30BaTeNIeM CPEJCTB aHTHBHPYCHOW 3aIIMTHI MH(OpPMAIMH, MOJIb30BaTENIh
HECET NEPCOHAJIBHYI0 OTBETCTBEHHOCTh, YCTAHOBIICHHYIO JNEHCTBYIOLIMM 3aKOHOJATEIbCTBOM
Poccuiickoit ®enepauuu U JOKAIBHBIMH HOPMAaTHUBHBIMU aKTaMH  00pa30BaTEIbHOIO
YUPEKICHUS.

5. OTBeTCTBEHHOCTh 3a BBIOJHEHHE TpeOoBaHMU HacTosmed MHCTpyKIMH
agMuHucTpaTopamu AB3 HecyT HemocpelncTBEHHO aaMuHHUCTpatopbl AB3 u pykoBoguTenu
MoJIpa3/ielieHni, B KOTOPBIX paboTaroT aaMuHUCTpaTopsl AB3.

9. ITopsA10K OCHALIEHUS] OPTAaHU3ALMHU CPeICTBAMU AHTHBHPYCHOI
3ammThI HHGoOpMauu

1. OcHamenne cpeacTBaMH aHTHBHPYCHOW 3amIUThl MHPOPMAILIUH SBISIETCS BUJIOM
MaTepUaIbHOTO  O0ECIEYEeHUs] M OCYHIECTBIISICTCS B 00pa30BaTEIbHOM  yUPEIKICHUH
[EHTPATU30BAHHO.

2. [lepenava momy4eHHBIX CPEJICTB AHTHBUPYCHOM 3aIUTHI HA OOBEKTHI, HE  BXOJSAIINE
B COCTaB OpraHU3aIlUH, 3ampelieHa. 3a HECAaHKIMOHMPOBAHHOE  PAacIpOCTPAaHEHHE CPENCTB
AQHTUBUPYCHOHM 3aIUTHl MH()OpMAIMU BUHOBHBIE HECYT OTBETCTBEHHOCTh B COOTBETCTBHH C
3aKkoHo1aTesbecTBOM Poccuniickoit denepanmu.



